IDENTITY THEFT RESOURCES

AFOSI Det 410, Randolph AFB, TX

210-652-1852

Information current as of Jul 01
Applicable Laws:  Fraud and Related Activity in Connection with Identification Documents and Information: Title 18, US Codes (USC), Section 1028;  Fraud and Related Activity in Connection with Access Devices (Credit Cards):  Title 18 USC Sec 1029;  Fraudulent Use of Social Security Number:  Title 42 USC Sec 408(a)(7).

Federal Trade Commission: 1-877-ID-THEFT 
          http://www.consumer.gov/idtheft 
Social Security Administration Fraud Hotline:  1-800-269-0271    

           




                http://www.ssa.gov/ 
Major Credit Bureaus:

EQUIFAX 


EXPERIAN (formerly TRW) 
TRANSUNION CORPORATION

To Order Report:
 
To Order Report:


Order Report: 

    (800) 997-2493

     (888) 397-3742


    (800) 888-4213

Fraud # (800) 525-6285 
Fraud # (800) 301-7195 

Fraud # (800) 680-7289

http://www.equifax.com 
http://www.experian.com 
 
http://www.tuc.com 
Useful Web Sites

http://www.ipc.on.ca/web_site.eng/matters/sum_pap/papers/ident-e.htm 
http://www.igc.org/pirg/calpirg/consumer/privacy/index.htm 
http://www.nacm.org/lpd/lpdarchives/1996/articles1996/dec/dec96art1.html 
http://www.identitytheft.org/
http://www.futurecrime.com/ 
http://www.idscams.com/ 
http://www.bankrate.com/ust/news/cc/19990517.asp 
http://www.aarp.org/confacts/money/identity.html 

http://www.cpsr.org/cpsr/privacy/ssn/ssn.faq.html 

http://www.ckfraud.org/ 

Mail lists

Contact the Direct Marketing Association (DMA) to have yourself removed from mail and telemarketing lists:

DMA 



DMA

Mail Preference Center 
Telephone Preference Center

PO Box  9008 


PO Box 9014

Farmingdale, NY   11735 
Farmingdale, NY   11735

http://www.the-dma.org 
Also call 1-888-5OPTOUT

Consumer Advocacy Groups

Privacy Rights Clearinghouse 


U.S. Public Interest Research Group

1717 Kettner Ave., Ste. 105 



218 D St. S.E.

San Diego, CA 2101 




Washington, DC 20001

Phone: (619) 298-3396 



Phone: (202) 546-9707

E-mail: prc@privacyrights.org 


E-mail: pirg@pirg.org

www.privacyrights.org 



Web site: www.pirg.org

Checks

If you've had checks stolen or bank accounts set up fraudulently in your name, call these check guarantee companies.  They can flag your file so that counterfeit checks will be refused.

CheckRite


(800) 766-2748


Chexsystems


(800) 428-9623


CrossCheck


(707) 586-0551


Equifax


(800) 437-5120


International Check Svcs
(800) 526-5380   


SCAN



(800) 262-7771


TeleCheck


(800) 710-9898

NATIONAL CHECK FRAUD CENTER:   1-843-571-2143

Action Steps for Victims

-If you received telephone calls requesting you verify your Social Security number or account numbers, do not give this information out until you have verified who is calling by asking for a return number to call back.

-Make a police report.  The report must be made to the police department who has jurisdiction over the address used to open the account using your identity. This may be difficult when the victim, incidents, and probable culprit all exist in different states.  Ask to talk to a detective that will handle the case.  Provide all possible documentation.

-Report to AFOSI.

-Contact all creditors, by phone and in writing, and inform them of the problem.

-Contact the Federal Trade Commission to report the problem.

-Obtain your credit report from each of the three major credit bureaus.  Attempt to get one from a local bureau in the area the fraud occurred.  Report the identity theft to their fraud units.  Have a “Fraud Alert/Victim Impact” statement placed in your credit file asking that creditors call you before opening any new accounts.

-Alert your bank and check verification companies to flag your accounts and to contact you to confirm unusual activity.

-Request a change of PIN’s and passwords where appropriate.

-Obtain your Social Security Administration (SSA) report and check for benefits paid out in your name.  Report the situation to the SSA Fraud Hotline if your SSN was misused.

-Check post office for addresses in your name.

-Contact driver license authority in your state and the state where the loss/theft occured to see if a license was issued in your name.  If so, request a new license number and fill out the DMV’s complaint form to begin the fraud investigation process. 

-Keep a log of all contacts and make copies of all documents.  Ask for single point of contact at all organizations/agencies so you don’t have to keep repeating yourself.
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