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Executive Summary


The Global Information Grid (GIG) Enterprise Services (GES) represent the core infrastructure that supports the business and system functions of the overall BEA architecture and enables it to maintain interoperability within BEA environments and across GIG architectures.  While the BEA will align its business-specific infrastructure with those Enterprise Services, it will instantiate them using a structure that accurately conveys how specific components of the GES support given system functions.  To do so, the BEA should determine which GES functions will be most appropriate for the business environment, and insert them into the architecture as appropriate.


Through a careful examination of the current BEA business functions, and an analysis of the GES definitions, the Technical Infrastructure Team defined a list of Enterprise Services Sub-Services that correspond with the BEA infrastructure needs.  Intended as guidance for the GIG to capture when performing the official decomposition of the GES definitions, this list also provides the foundation to develop an approach for GES insertion into the BEA architectural products.  Finally, the examination of infrastructure requirements provides additional guidance to the BEA architects to identify potential gaps in the current architectural products that should be addressed as the architecture evolves.


1. Introduction 


The Business Enterprise Architecture (BEA) will align its business activities and functions for greater interoperability between domains and across the Global Information Grid (GIG) through the use of infrastructure services that form a consistent architectural foundation.  These enterprise services represent the building blocks of the BEA framework.  Not only do they bridge the gap between operational functions and the technologies that will enable those functions, they provide a standard interface to other architectures connected to the DoD GIG.  Where these services represent interfaces to systems outside of the Business Management and Modernization Program (BMMP) scope, then the BEA will utilize the standard interfaces that the DoD defined in the GIG Enterprise Services (GES).


While the evolving GES definitions remain in flux, BEA intends for this Enterprise-Level Services and Standards Needs Report to present more granular services for GES consideration that the BEA requires to align with other GIG-compliant architectures as well as promote interoperability across BEA business operations.  In addition, this report highlights an approach that the Technical Infrastructure team proposes the BEA pursue to adequately address the need to interface with the GES within the architecture.  Finally, the document presents further discussion regarding service areas that require further discussion regarding whether they represent activities that fall within the greater DoD GIG domain, or BEA-specific activities that should only have representation within this architecture.


1.1 Purpose 


The purpose of this report is to both provide guidance to the GIG architects on those functions that the BEA must have available to provide interoperability and alignment with the GIG mission.  This report also conveys an approach to the BEA architects for including the appropriate interfaces within the architecture to align the BEA with the aforementioned GIG guidance as well as to promote interoperability across BEA environments.


1.2 PWS Requirements


The BEA Enterprise-Level Services and Standards Needs Report documents the BEA specific enterprise services as they are identified during the course of BEA coordination and participation in working groups with NII and DISA to address various enterprise-wide technology standards and service areas such as Integration Strategy, XML, Message Structures, Security, UI, Data Management and Warehouses, Storage Services, Application Services and System Management.

1.3 Deliverable Description


This product represents the aggregated results of research and analytical effort devoted to the identification of services required by the Business Enterprise Architecture (BEA). It is an extension of the basic Enterprise Service Model established by the Global Information Grid (GIG) Enterprise Services (GES) but tailored to business activities not previously addressed in the GIG. 


1.4 Criteria for Acceptance


· The Enterprise-Level Services and Standards Needs Report shall identify areas of services and standards that are common to the six (6) business process domains defined by BEA.


· The Enterprise-Level Services and Standards Needs Report shall decompose enterprise-level services into their recommended aggregate sub-services.


· The Enterprise-Level Services and Standards Needs Report shall provide brief descriptions for each of the recommended enterprise-level sub-services.


· The Enterprise-Level Services and Standards Needs Report shall attempt to prioritize the services with regard to their level of importance to the BEA.


1.5 Organization


The BEA Enterprise-Level Services and Standards Needs Report is comprised of 5 sections. They include:


· 1.0 Introduction: Presents the relationship between BEA and the GIG and outlines how enterprise services specific to the BEA are developed as an extension of the GES.


· 2.0 Key Concepts: Conveys the lower-level infrastructure services that the BEA requires to align with other GIG-compliant architectures as well as promote interoperability across BEA business operations.


· 3.0 Enterprise Services Approach: Relates how the development team analyzed the relationships between business operations, system functions, and technical infrastructure and identified how the Enterprise Services relate to all of the other constituents of the architecture framework.


· 4.0 BEA GES Sub-Services: Catalogs the Enterprise Services identified by the development team as necessary for the BEA. These BEA Enterprise Services needs are organized into sections that align with the nine Enterprise Services identified by the GIG.


· 5.0 BEA Enterprise Services Insertion Approach: Outlines an approach to integrating the BEA Enterprise Services with the GES and BEA architecture products.


1.6 Audience


The BEA Enterprise-Level Services and Standards Needs Report was written with the following audiences in mind:


Table 1-1: BEA Enterprise-Level Services and Standards Needs Report Audience: Description and Purpose


		Audience

		Description

		Purpose



		BMMP

		Members of the BMMP Team

		Provide information regarding those services that the team should anticipate the BEA interacting with to perform repeatable actions.



		GIG

		Members of the GES Team and working groups

		Provide guidance on the BEA approach to Enterprise Services to assist the GIG team in decomposing the current services definitions to a BEA-usable level.





1.7 Scope 


The scope of this document includes documentation of the Enterprise Services necessary to support consistent BEA implementations, the approach to integrating Enterprise Services between BEA and the GIG, and an examination of the relationship between BEA Enterprise Services and GES.

2. Key Concepts


The BEA established an approach for tracing the relationship between business activities and DoD standards that uses Enterprise Services as the linkage point.  That approach expands upon the C4ISR Framework to provide supplemental documents to present the relationships at critical points.  This report examines Enterprise Services to a greater depth to further decompose them to a level that represents more logical interactions with the BEA products.


3. Enterprise Services Approach


The C4ISR Framework presents a methodical approach to defining the business and system pieces that will exist within enterprise architectures.  To meet the BEA requirements, the BEA team expanded upon this framework by establishing relationships between business operations, their supporting infrastructure and system functions, and the standards that govern them all.  Following the GIG’s lead, BEA defines the infrastructure foundation of the architecture as Enterprise Services to align with future DoD architecture initiatives.  Identifying how the Enterprise Services relate to all of the other framework constituents is critical for determining how the infrastructure will combine the pieces to define a system-level architecture.  Figure 1 illustrates the BEA approach to this relationship.
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Figure 1 BEA Infrastructure C4ISR Relationships


The BEA defines the System Entity in the System Interface Description (SV-1) as a grouping of business-focused System Functions.  In this way, the architecture illustrates system-level support for business operations through the framework linkage between the Systems Functionality Description (SV-4) and the SV-1 through the Activities/Function Matrix (SV-5).  From there, the BEA team established that the architecture must illustrate how Enterprise Services support the System Entity requirements.  Varying requirements between System Entities will result in specific Enterprise Services implementations for each Entity.  To effectively document this assertion, the BEA uses the System Element constituent of the System Entity to represent the corresponding Enterprise Services environment.  Then, the architecture documents the specific Enterprise Services using the System Component constituent of the System Element.


Through this embedding approach, the BEA effectively established that a specific set of services would support the infrastructure requirements of each System Entity.  Therefore, the SV-1 presents only those Enterprise Services and their sub-components that the System Functions represented by a given System Entity requires.  The architecture also avoids stove piping by establishing the GES as the primary Enterprise Services authority and ensuring that only GES-compliant services support BEA business and system functions. 


Further analysis of the C4ISR document structure determined that the TV-1 Technical Services represent strong relationships between corresponding standards.  From an Enterprise Service perspective, these relationships are such that the relevance of one standard reflects the relevance of the group of standards defined as a technical service.  Using the reasoning that the Technical Service represents a pool of standards with like characteristics, the BEA Enterprise Services have a direct relationship with Technical Services as System Components.  This approach incorporates the additional advantage that the infrastructure would be able to incorporate new standards as they evolve without changing the architectural description to accommodate them.


At this time, the GES presents high-level definitions for infrastructure services that provide some guidance in understanding how the BEA will generally approach their implementation, but still leave substantial flexibility for the BEA to expand upon them to meet specific business requirements.  By analyzing the C4ISR Framework relationships that the BEA established, the architecture can be used to decompose the Enterprise Services definitions to further support the necessary infrastructure.


4. BEA GES Sub-Services


Whereas the GES definitions provide some basic guidance, decomposition of the Enterprise Services to lower-level definitions is necessary to begin defining architectural interfaces that will allow enterprise architectures to appropriately illustrate the interactions with the services.  This section presents how the BEA business requirements expand upon the GES to define Sub-Services as Enterprise Services constituents.  As the architecture and the GES continue to evolve, this product represents a working document that will evolve accordingly.


For each of the following Enterprise Services sections, the opening paragraphs introduce the BEA interpretation of the GES definitions.  A listing of the potential Sub-Services and their definitions follow, with some discussion regarding the particular Sub-Service as appropriate, as well as some examples of how the current BEA products represent a need for the Sub-Service.  Finally, each Sub-Service includes a priority rating that reflects how the team regards the given Sub-Service when compared to the overall operation of critical architectural functions.  The rating levels include:


· High: Represents a Sub-Service that is absolutely critical to the fundamental BEA operations and should be considered as a strong candidate for any initial implementations of BEA projects.


· Medium: Represents a Sub-Service that is moderately critical to the BEA operations.  While corresponding candidates may be strongly recommended for initial implementations, they do not necessary represent services required to operate every BEA project.


· Basic: Represents a Sub-Service that is minimally critical to the BEA operations.  While business requirements may call for the implementation of the corresponding Sub-Services, the representative services usually do not represent functions critical to the operation of most BEA projects.


While some Sub-Services may have critical business purposes and architects should include them as part of given projects, it is important to emphasize that many such services are not necessarily critical to the operation of every given environment.  Therefore, reviewers should not interpret the prioritizations listed in the following sections as reflective of importance.  This document focuses solely on operational criticality.  Architects should consider business importance of each Sub-Service on a case-by-case basis.


4.1 Application Services


These services represent the core activities that combine System Functions into cohesive environments that serve defined business processes.  From the end-user perspective, the GIG is an inventory of the data and processes available across a Community of Interest (COI) and the Enterprise.  Alternatively, an application developer would find the GIG to be a programmer’s toolkit for building systems of systems and robust applications using services at a higher level of functionality than that provided by usual component libraries.  Thus, Sub-Services within this group should provide the means to develop and host business applications, design and deploy user interface objects, mitigate interactions between other Enterprise Services, and control most of the storage and retrieval of data by DoD users.


4.1.1 Application Services Sub-Services


Potential Application Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.



4.1.1.1 Application and Systems Interface Service 


Priority = High


The Applications and Systems Interface Service may provide a means for applications to interact with the GIG and an interface specification to allow applications to exploit the data assets and processes provided by the GIG.  This service may include the ability for a GIG-compliant application to use the data resources of another application or system to deliver a desired result.  The Application and Systems Interface Service may provide a major support for the delivery of the interoperability and data sharing needs of the DoD.  In effect, this service may provide the programming interface for using GIG-registered capabilities and data, providing the necessary information about the input parameters and the expected return results. 


Interfaces between BEA Transaction Systems and External DoD Customers as indicated on the SV-1 Enterprise View would require this service.  Likewise, the “Data Integration Management” System Function present on SV-4 diagrams in the BEA would be greatly facilitated with this service.


4.1.1.2 Application Validation Service 


Priority = Medium


The Application Validation Service would focus on the need to examine the metadata about available services, the structure and assignment of COIs, and the applications themselves to determine their accuracy and consistency for inclusion within the enterprise environment.


4.1.1.3 COI Service 


Priority = High


This service may provide the functions to create, maintain, and remove BEA-specific and GIG communities of interest.  Through this service, architects should provide the ability to assign users, organizations, roles and representatives to a given community.


The BEA provides for several communities of interest, such as Accounting, Human Resources, etc., which indicates the need for communities of interest within the Enterprise to retain flexibility as the organization evolves.


4.1.1.4 Metadata Registry Service 


Priority = Basic


The Metadata Registry Service should provide a means to register data and processes with the GIG.  Included in this service may be the ability for the registrant to manage the metadata registration through the registration of new metadata, modification of existing metadata, and sun-setting and deleting existing metadata.  The metadata registry may provide for the definition of the structure of data assets as well processes.  Some possible functions contained within this service include:


· Registration of Metadata Structure.


· Registration of an Application/Component/Process.


· Registration of an Application Interface.


· Metadata Translations and Transformation Registry.


· Registration of COI Mediation Services.


· Registration of COI Analysis Services.


· Registration of COI Verification Services.


Interfaces with Data Management exist in the current BEA SV-1 products.  To facilitate the Data Management functions, each architectural product should include interaction with a metadata registry as described above.  Additionally, the SV-1 Enterprise View indicates data exchange to and from “FMEA Transaction Systems” and “Department of Defense Customer”, an exchange of information that the architecture would facilitate through the ability to register metadata.


4.1.1.5 User Interface Service 


Priority = Medium


This service may provide end-user capability to interact directly with the GIG by facilitating the discovery of GIG capabilities, reporting of performance metrics, and metadata delivery.  Some features of this service may include:


· Data Rendering/Browsing/Reporting.


· Capability Search.


· Publish/Subscribe to COIs and Enterprise Content.


· Metadata Publication/Browsing.


· Access to Collaboration, Enterprise Management, and Discovery Services.


4.2 Collaboration Services


These represent client-level services that provide the ability for users and application agents to easily transfer information and data amongst themselves.  Sub-Services within this group provide the tools to facilitate this sharing activity within a COI.  Collaboration may be characterized as a combination of two components: a collaboration environment and a collaboration session.


A collaboration environment is an entity that may consist of multiple sub-environments or an entity created by the intersection of two or more like environments.  Each environment may represent a set of objects that include:


· The members of the COI. 


· The information to be shared.


· The applications and supporting services required to access the information for the purpose of collaboration.


When one or more members of a COI access a collaboration environment, they establish a collaboration session.  A COI may have multiple collaboration sessions at any given time.


4.2.1 Collaboration Services Sub-Services


While the BEA does not currently illustrate a need for Collaboration Services, this is an area that the architects should reconcile in the future products.  For example, the Procurement, Acquisition and Disbursement (PAD) SV-4 product “Formulate Purchase Plan” contains the “Produce Purchase Plan” System Function for the development of a purchase plan.  While not explicitly illustrated, this function would require a collaboration between several COIs.


Potential Collaboration Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.2.1.1 Collaboration Environment Administration Service 


Priority = Basic


The Collaboration Environment Administration Service provides the ability to create and maintain a collaboration environment.  Through this service, users perform such functions as identify the lifetime of a given environment, its members, its information, and the association between its members, information, and the quality of service (QoS) required.


4.2.1.2 Collaboration Participation Service 


Priority = Basic


The Collaboration Participation Service provides a COI member with the ability to initiate or participate in a collaboration session.  This service might facilitate information sharing, information access, or other interactions with session participants.


4.3 Discovery Services


These services represent the primary interface for identifying and retrieving information from data storage facilities.  Stored data may include varying types of information such as financial data, formatted documents, multimedia objects, formatting instructions, and business rules.  The primary roles of the Discovery Services include:


· Interpret and resolve data requests by utilizing metadata to identify and deliver the relevant data for a given information request.


· Provide the mechanisms for managing the services that allow users and systems to associate data descriptions with the data itself.


4.3.1 Discovery Services Sub-Services


Potential Discovery Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.3.1.1 Metadata Management Service 


Priority = Medium


The Metadata Management Service provides the mechanisms to support the following: 


· Metadata creation.


· Metadata maintenance.


· Metadata synchronization.


· Metadata-driven security mechanisms.


· Metadata parsing and validation.


The BEA environment is heavily dependent upon metadata to support data interoperability. This strategy relies on metadata to act in a translation capacity to allow different business areas to develop and use business-specific semantic taxonomies while supporting information sharing and exchange with contextual integrity.


As the need for local metadata resources are dictated by specific COI/domain business requirements, the GIG architecture anticipates an indeterminate number of metadata repositories. As with any federated data approach, this distributed metadata data architecture requires the synchronization of disparate metadata.  Therefore, this service should be capable of propagating changes in metadata information across metadata repositories.


In the Data Management SV-4, the “Identify New/Changed Data” System Function would represent an activity managed by this service.


4.3.1.2 Data Search Service 


Priority = High


The Data Search Service utilizes the metadata registries (as defined in Net-Centric Enterprise Data Management Strategy) to perform intelligent searches for data that meets the requirements of the data and subscription requests.  This service may perform the following functions:


· Receive a data request.


· Extract the data characteristics of the request.


· Execute the relevant metadata search using the data characteristics as search parameters.


· Return the requested data.


Beyond simply identifying data that meets the request requirements, this service must also identify:


· The physical data location,


· The data format,


· The data availability based on the user profile.


An essential requirement of this service is to correctly identify and resolve searches within the context of the request.  For example, an ‘asset’ may represent a physical building for a Real Estate request, or a human intelligence resource for an Intelligence request.  This service must be capable of reconciling these differences based on the request profile.


Many of the current BEA products would likely require interfaces to the Data Search Service.  For example, in the Data Management SV-4, the “Identify Subscribers” System Function infers the requirement to search for the corresponding subscribers of a given data source.  In addition, the Systems Event/Trace Description (SV-10c) product identifies the “Determine Vendor Eligibility” event, which would require a metadata search for the appropriate information categories.


4.4 Enterprise Management Services


These services support the management services from most infrastructure objects and services to business support services. This management may include performance monitoring, alerting, provisioning, logging, system management, customer support management, user management, and disaster recovery.


4.4.1 Enterprise Management Services Sub-Services


While the sub-services that combine to form the overall Enterprise Management Services represent critical features of an enterprise architecture, they currently lack illustration within the BEA products.  This is likely due to the fact that these services represent business support, whereas the current BEA focus lies specifically in business operations.  However, since any implementation of the BEA will require common business support services detailed within this section, team architects should begin considering how to appropriately reflect the interfaces to the Enterprise Management Services within the architecture products.


Potential Enterprise Management Services Sub-Services that the BEA illustrates need for include the areas described in the following sections.  Given the breadth of this category, we have included an additional level of decomposition of the Sub-Services in the following sections to more adequately reflect the depth of the activities contained within this service category.


4.4.2 Customer Support Services


Services that enable the user to perform daily business operations and provide access to information necessary to perform those operations.


4.4.2.1 Configuration Management Service 


Priority = Basic


Enables the management, deployment, change, and administration of various enterprise hardware and software assets and their versions.


4.4.2.2 Inventory Management Service 


Priority = Basic


Enable enterprise hardware and software asset tracking and management at both the system level (servers and networking equipment) and at the end-user level (desktops and peripherals).


4.4.2.3 User Management Service 


Priority = High


Enables the management and administration of enterprise users and their corresponding profiles including passwords, preferences, and access to enterprise services.


4.4.3 Operations Support Services


Includes the services that support the delivery and execution of daily technical operations involved in running the enterprise and its associated infrastructure.


4.4.3.1 Infrastructure Management Service 


Priority = High


Services that enable the management of non-network related, underlying infrastructure components such as servers, and LAN/WAN communications equipment that provide enterprise services and also end-user computing devices.


4.4.3.2 Scheduling Service 


Priority = Basic


Enables the scheduling of various sub-services for processing and execution in response to user and business process request.


4.4.3.3 Service Level Management Service 


Priority = Medium


Enables the management, monitoring, testing and reporting of enterprise quality of service and service level commitments.


4.4.3.4 System Access Service 


Priority = High


Enables internal or external users or systems to access enterprise resources and services such as remote access via dialup or direct connection, or remote usage and control of enterprise assets.


4.4.3.5 Time Service 


Priority = High


Provides accurate and uniformly standardized time and date stamping of transactions and business and system events across different geographies. This enables the enterprise to maintain auditable status of its business transactions and events.  


4.4.4 Performance Delivery Services


Services that enable users to manage and track Enterprise Services operations to determine that they meet or exceed service level commitments.


4.4.4.1 Capacity Management Service 


Priority = Basic


Helps to manage the allocation and de-allocation of infrastructure resources to meet service usage demands and resources required to provide them such as file, disk, CPU, and memory.


4.4.4.2 Event Management Service 


Priority = Basic


Enables the monitoring, execution, and management of system and enterprise events in response to the activation of a system or service trigger or business rule.


4.4.4.3 Network Management Service 


Priority = Basic


Enables the monitoring and management of the underlying network infrastructure for communications delivery. This includes wireless and landline communications networks.


4.4.4.4 Performance Management Service 


Priority = Basic


Enables the monitoring, management, and reporting of service performance including availability, reliability, service levels, and underlying infrastructure performance in support of such services.


4.4.4.5 Performance Tuning Service 


Priority = Basic


Enables the performance optimization and tuning, in either a manual or autonomous mode, of resources and infrastructure such as servers, applications, networks, and databases that provide enterprise services.


4.4.4.6 Recovery Service 


Priority = Basic


Enables the recovery of a service from a fault, error, or other such discontinuity of service.


4.4.5 Business Support Services


Business Support Services represent services that enable users to manage and execute enterprise business and accounting objectives.  They include areas such as accounting, transaction management, and policy management.


4.4.5.1 Accounting Service 


Priority = Medium


Enables the management and tracking of enterprise services and resources. This also includes budget management and control as well as usage based costing form of service accounting.


4.4.5.2 Architecture Management Service 


Priority = Basic


Services that enable the continuous definition, refinement, and evolution of the enterprise architecture via the use of architecture tools, architecture description languages, and the enterprise mandated architecture standards and frameworks.


4.4.5.3 Auditing Service 


Priority = High


Enables the monitoring, reviewing and analysis of historical system and enterprise alert and event logs to support event reporting and analysis activities. This service enables the enterprise to maintain auditable status of its business transactions and events.


4.4.5.4 Logging Service 


Priority = High


Enables the logging of transactions, data, system and business events, and other units of work within the enterprise for historical and archiving purposes. This service enables the enterprise to maintain auditable status of its business transactions and events.


4.4.5.5 Policy Management Service 


Priority = Basic


Enables the administration and management of business and technical services usage and compliance policies across the enterprise or within communities of interest.


4.4.5.6 Provisioning Service 


Priority = Basic


Enables the allocation and de-allocation of enterprise resources required to fulfill a system process and are meant to meet the needs of asset and resource availability, but not their scheduling for execution.


4.4.5.7 Transaction Management Service 


Priority = High


Enables the management of business and system event transactions occurring between and systems. This service includes transaction commitments and transaction rollbacks.


4.4.6 Core Enterprise Management Services


While each of the nine GES definitions make no mention of the interactions between services, certain relationships do exist.  It is further reasonable to infer that architects could illustrate Enterprise Services in a hierarchical fashion to distinguish between primary services that handle most external interactions, and the support services that usually only interact with other Enterprise Services.  However, the Enterprise Management Services represent a different set of services altogether that provide a large amount of support for other services, but rarely interact directly with any one of them.


The following services would provide the management functions that focus specifically on the need to support the operation and delivery of the core Enterprise Services.


4.4.6.1 Application Management Services 


Priority = Medium


These represent the services that enable the management of the GES Application Services.



4.4.6.2 Collaboration Management Services 


Priority = Medium


These represent the services that enable the management of the GES Collaboration Services.


4.4.6.3 Discovery Management Services 


Priority = Medium


These represent the services that enable the management of the GES Discovery Services.


4.4.6.4 Mediation Management Services 


Priority = Medium


These represent the services that enable the management of the GES Mediation Services.


4.4.6.5 Messaging Management Services 


Priority = Medium


These represent the services that enable the management of the GES Messaging Services.


4.4.6.6 Security Management Services 


Priority = Medium


These represent the services that enable the management of the GES Security Services.  In this case, these services will likely provide a number of additional functions that will assist the Security Services in carrying out their assignments.  Therefore, this interface will likely represent a much more tightly coupled relationship between Enterprise Management and Security Services than the Management Services have with other Enterprise Services.


4.4.6.7 Storage Management Services 


Priority = Medium


These represent the services that enable the management of the GES Storage Services.  They may include the following functions:


· Utilization: Determines the amount of storage used by an object.


· Availability: Determines the amount of storage available to store an object.


4.4.6.8 User Assistant Management Services 


Priority = Medium


These represent the services that enable the management of the GES User Assistant Services.


4.4.7 Enterprise Management Services Discussion


Our analysis of the Enterprise Management Services revealed some gaps between the GES definition and the needs that the BEA may have that seem to fit within the scope of such a service.  Using the GIG-defined System Functions as a guide, it seems that the GES definitions focus primarily on network management.  Functions such as Network Management Services, Network Performance Monitoring, Network Configuration Management, and Network Fault Management are all critical functions, but there are additional areas that the BEA needs for the GES to cover that will likely fall within the Enterprise Management Services.  These areas include:


· End-to-end management of Enterprise Services.  These services represent a level of abstraction that some may be uncomfortable with, but will eventually describe system functions that enterprise environments can utilize to serve specific functions.  At some point, the DoD should be able to depict how the Enterprise Services can be effectively managed to determine appropriate service levels and requirements are being met.


· Software management and related issues.  While some of the services depicted above attempt to cover these issues, they do not necessarily fit within the current definition of Enterprise Management Services.


· Business process and policy management.  This may represent a substantial gap category that the GIG should resolve through the evolution of the GES.  There are a number of DoD-wide policies, procedures, and requirements that each enterprise environment must adhere to, and there should be a set of services in place that provide the tools to gain and maintain compliance.  For example, one supporting activity that requires management at this level is long-term data archival.  The storage, maintenance, and retrieval of information archived in unconnected repositories represents a critical business process that would impact the enterprise environment.


4.5 Mediation Services


Services that translate, aggregate, fuse, and integrate data/information. This addresses Situational Awareness and Alert Activation. [GIG 2.0]


These services mitigate the gathering of information from and communications between disparate information sources.  Through these services, business applications would prepare formatted documents, communicate to other agency and vendor applications, and incorporate support for legacy applications as needed. 


4.5.1 Mediation Services Sub-Services


Potential Mediation Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.5.1.1 Data Integration Service 


Priority = Medium


This service provides the ability to broker requests and responses between disparate data sources that use conflicting communication formats.  It would be capable of translating information requests and receipts into formats that given data sources would understand.  Within Data Integration Service, the following lists the potential functions with a mapping to the most closely related BEA System Functions:


· Publish: Provides the ability to publish data from an operational data store to the information environment.  The “BEA EAI and ODS Application Integration” System Function in the BEA Data Management SV-4 illustrates a need to have published transaction data to come from a BEA System Entity.


· Subscribe: Provides the ability to subscribe to data produced by other systems and published to the information environment.  The “BEA EAI and ODS Application Integration” System Function in the BEA Data Management SV-4 contains a needline that represents “Subscribed Transaction Data” from the System Function “Deliver Data” to a BEA System Entity.


· Broker: Provides the ability to map published data to subscribers and requests for that data.  The “BEA EAI and ODS Application Integration” System Function in the BEA Data Management SV-4 contains System Functions “Identify Shared Data,” “Analyze/Translate Request,” “Identify Subscribers,” “Manage Keys,” “Obtain Data,” and “Deliver Data” that together provide services to broker a request for data.


· Translation: Provides the ability to translate data to and from local formats and the common format to provide standardized data.  The “BEA EAI and ODS Application Integration” System Function in the BEA Data Management SV-4 contains System Functions “Translate Data to Common Form,” “Translate Data to Local Form,” and “Transform Data” that provide translation services that provide the mapping between local and the common data format.


4.5.1.2 Aggregation Service 


Priority = Medium


This Service allows for the retrieval and combining of disparate information into cohesive packages.  This includes document formatting and data fusion.  The following functions are closely aligned with the BEA System Entity “Information Services” and its related system functions:


· Fuse: Combines data or information from multiple sources to yield new information.  The “Information Services” Data Management SV-4 contains the System Functions “Identify Information Sources,” “Request Data or Package from Source(s),” and “Derive Content from Sources” that aggregate content from multiple data sources.


· Document Preparation: Provides the ability to apply template formats to structure data and create an information product. The “Information Services” Data Management SV-4 contains the System Functions “Apply Form Requirement to Content” and “Generate Package Object” that creates information packages intended for external distribution. 


4.6 Messaging Services


These services support the discrete transfer of information between users, agents, and applications.  Unlike real-time services such as collaborative environments, services within this domain do not necessarily expect a response, and may have a firmly defined target rather than a loose community destination.


4.6.1 Messaging Services Sub-Services


Potential Messaging Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.6.1.1 Messaging Distribution Service 


Priority = Medium


This service provides the ability to receive information and provide the transport method for its distribution.  Technology areas would include email, facsimile, and paper distribution.  It would also include other messaging functions such as submission to messaging boards, delivery priority setting, and interface with security services for non-repudiation, confidentiality, and integrity services.  For example, the Financial Management Reporting (FMR) SV-4 document “Information Services” includes the “Deliver Information Product” System Function for sending an information product to multiple external entities.  This type of function would include an interface to this service.


4.6.1.2 Message Generation Service 


Priority = Medium


This service provides the ability to package information for the appropriate distribution method.  Through this service, information destined for transport would gain the necessary header and protocol additions that the message would need to contain to transmit appropriately.  For example, email delivery protocols and formatting vary greatly from facsimile.  In addition, dynamic messaging services supported by the User Assistant Services Dynamic Profile would benefit from this service by providing an ability to simply specify the communication channel for a given set of information.


4.6.1.3 Message Notification Service 


Priority = Basic


This service provides the interface for other Enterprise Services to send automated communications and alerts to defined users.  When such a need for communication occurs, the relevant service would pass the message to this service, which would then determine the appropriate distribution path and packaging method for the message.  As with the Enterprise Management Services, this service represents business support functions that are not currently illustrated in the BEA products.


4.7 Security Services


These services provide information protection and assurance functions within the BEA that are consistent with policies and procedures.  The GIG 2.0 defines three Network Security Services that represent sub-services, including: Access Control, Public Key Infrastructure (PKI), and Information Assurance (IA).  Based on the Security Services definition, additional sub-services are important to address security needs more comprehensively.  In addition, the scope of the Security Services should include integration with all of the other services


4.7.1 Security Services Sub-Services


Potential Security Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.7.1.1 Authentication and Authorization Service 


Priority = High


Provides the controls designed to establish the validity of a transmission, message, or originator, or a means of verifying user permissions to receive specific categories of information.  This service would contain the functions to access relevant information and credentials, including Public Key Infrastructure (PKI) certificates, and generate all legitimate session credentials for operations within a given enterprise environment as well as across the GIG.  The SV-10c reflects the need for this service in the “Login” event.


4.7.1.2 Availability Service 


Priority = Medium


This service ensures that timely and reliable access to information is maintained within the specifications determined in the service level requirements.  In the Security Services sense, it would document the performance characteristics of the relevant services to determine areas where gaps may occur, and then perform the necessary action to correct problems.


4.7.1.3 Confidentiality Service 


Priority = Basic


Preserves authorized restrictions on information access and disclosure, including means for protecting personal privacy and other sensitive information through cryptographic functions.


4.7.1.4 Integrity Service 


Priority = Medium


This service guards against improper information modification or destruction, including non-repudiation and authenticity functions.


4.7.1.5 Non-Repudiation Service 


Priority = Basic


This service provides the sender of information with proof of delivery and the recipient with proof of the sender’s identity, so neither can legitimately deny having processed, stored, or transmitted the information.


4.7.1.6 Protection Service 


Priority = Basic


This service represents a set of functions that detect, document, and counter threats against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users.  Given its dependency on several Enterprise Management Services, this service would require several Enterprise Management functions be in place to effectively function.


4.7.2 Core Enterprise Security Services


While each of the nine GES definitions make no mention of the relationship between services, its seems logical to infer that certain relationships do exist, and that an architect could illustrate the Enterprise Services in a hierarchical fashion to show primary services that handle most external interactions, and the support services that usually only interact with other Enterprise Services.  However, the Security Services represent a different set of services altogether that provide a large amount of support for other services in addition to direct interactions.


Because of the supporting role that the Security Services fills for the rest of the Enterprise Services, many functions within each Enterprise Service requires specific information assurance support that, while enterprise-wide, would not be business specific.  Therefore, the following services would provide the information assurance functions that focus specifically on the need to support those needs of the core Enterprise Services.


4.7.2.1 Application Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Application Services.



4.7.2.2 Collaboration Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Collaboration Services.


4.7.2.3 Discovery Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Discovery Services.


4.7.2.4 Enterprise Management Security Services 


Priority = Medium


These represent the services that enable an information assurance interface for the GES Enterprise Management Services.  In this case, these services will likely provide a number of additional functions that will assist the Security Services in carrying out their assignments.  Therefore, this interface will likely represent a much more tightly coupled relationship between Enterprise Management and Security Services than the Security Services have with other Enterprise Services.


4.7.2.5 Mediation Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Mediation Services.


4.7.2.6 Messaging Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Messaging Services.


4.7.2.7 Storage Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES Storage Services.


4.7.2.8 User Assistant Security Services 


Priority = Basic


These represent the services that enable an information assurance interface for the GES User Assistant Services.


4.8 Storage Services


These services provide the foundation support for data storage activities.  They represent the core services that support the recording and retrieval of information, including backup and archival processes.  All communications, decisions, information packages, audit trails, security events, and metadata representations are placed within the umbrella of these services.


4.8.1 Storage Services Sub-Services


Potential Messaging Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections.


4.8.1.1 Data Archival Service 


Priority = Basic


Provides the user with a means of replicating data for the purpose of maintaining an alternative data source should data corruption or loss occur at the primary source.  Backup storage represents a higher level of data processing that goes beyond the single transaction scope of the Data Storage Service.  This service supports any duration of storage, from near real-time data replication to long-term data archival and storage.  For example, in the “Manage Archiving” Data Management SV-4, the “Store Data in Archive” System Function defines a process in which a data repository receives compressed data.


4.8.1.2 Data Sharing Service 


Priority = High


Provides the means to identify, access, and retrieve data from relevant repositories and publish it for the benefit of other users.  This service may include functions that address the following:


· Retrieve Data: This function provides the user with a means of reading data from a data repository.  It would include various sub-functions such as acquiring a connection to the repository, describing data details, and structuring the request.  Every instance in the BEA products that illustrates the receipt of information from a data store should utilize this function.


· Propagate Data: Provides the user with a method for sharing data with other users or entities through a subscription process.  In the “ODS Data to Data Mart” Data Management SV-4, the System Function “Load Data” calls a process in which the process distributes data to a subscribed data repository.  Also, the FMR “Manage Information Requirements” SV-4 has a System Function “Collect Information Requirements” that could use a subscription directory to determine users who should receive the product based on a preference defined in the user profile.


4.8.1.3 Data Storage Service 


Priority = High


Provides a user with the ability to request storage, to utilize available storage, to validate information that has been stored, and to restore information that may be have changed while in storage.  Every instance within the BEA architecture that illustrates a data transmission to a data store should utilize these functions.  This service may include functions that address the following:


· Store Data: Provides the service requestor with a means of recording data in a safe location from which it may later be reliably retrieved.


· Request Storage: Provides the service requestor with a means of seeking and receiving resources for the purpose of storing data.


· Restore Data: Provides the service requestor with a means of rebuilding data to an earlier condition or state of existence.


· Validate Data: Provides the service requestor with a means of verifying that data contained within a repository has not been modified.


This service supports a fairly far-reaching breadth of services in that it facilitates the storage of any type of data or information that the enterprise may have a requirement to store.  Therefore, data may represent anything from a small chunk of data within a traditional database, to multimedia and document storage, and metadata storage.  For example, the Discovery Services may use this service to provide a necessary Information Cataloguing function.  This function would be responsible for physically storing information used by the Metadata Search Service.


4.9 User Assistant Services


These services represent the functions that support user needs throughout the course of the business lifecycle.  They represent application automation of user functions, and other artifacts such as user profiles and interface schemas that allow the user to more efficiently interact with the business applications.  One abstraction of note is that a user in the sense of the GIG does not necessarily represent a physical person.  In the context of the GIG, a user represents any person or entity that may have the authority to interact with GIG resources.


4.9.1 User Assistant Services Sub-Services


Potential User Assistant Services Sub-Services that the BEA illustrates a need for include the areas described in the following sections. Given the diverse mission of this category, we have included an additional level of decomposition of the Sub-Services in the following sections to more adequately reflect the depth of the activities contained within this service category.  In so following, we have assigned priorities at the lowest level of decomposition.


4.9.2 User Profile Services 


Provide the ability for the user to specify requirements and preferences relating to the information environment and for the business applications to optimize the user interaction with the environment.


4.9.2.1 Profile Administration Service


Priority = Medium 


Provides the ability to capture and manage user-specific information.  In the “Workforce Management” Human Resources Management (HRM) SV-4, the System Function “Recruit Candidate” includes the completion of the process of accepting a candidate as an employee.  The GIG would require the establishment of a user profile to grant the employee the appropriate access to the information environment.


4.9.2.2 User-Defined Profile Characteristics Service


Priority = Basic


Services to provide the ability for the user to define custom criteria to be specified and managed in the user profile.  In the “Travel” HRM SV-4, the System Function “Plan Travel and Estimate Cost” describes a process through which the application determines plan details including mode of transportation and hotel.  This service could define user characteristics including preferred hotel vendor to be part of a user profile.


4.9.2.3 Dynamic Profile Service


Priority = Basic


Provides the capability to evolve the user access profile based on requirements (including Quality of Service) and usage patterns.  In the “Execute Purchase” PAD SV-4, the System Function “Finalize Purchase Requisition” allows for final purchase approval.  This may benefit from the Dynamic Profile Service because the employee who can approve the purchase may need to connect to the information environment from any location.  Given the role and Quality of Service requirements, the profile could adapt to provide an efficient environment for approving purchases.


4.9.3 Personalization Services


Provide user-specific characteristics to be specified in the user profile and delivered through information environment.  


4.9.3.1 Accessibility Service


Priority = Medium


Provides the foundation to support physically challenged users through their interactions with the business applications.  These services establish the specific user requirements during regular user management procedures, and provide for the use of special needs application services in accordance with government regulations.  The FMR SV-4 “Deliver Information Product” includes a System Function “Distribute Products” that could take accessibility requirements into account to provide the information products in an appropriate way.  This could include making the information product easily presented through a screen reader.


4.9.3.2 Localization Service


Priority = Medium


Provides the capability to designate the characteristics of the user context for an interaction with the business applications.  This capability allows for the exploitation of business application internationalization. The context includes the specification of language, time, and currency.  The Enterprise (ENT) SV-4 “Workflow Management” includes the “Define Event Process” System Function to assign individuals and the sequence of their participation in the workflow.  Through localization, the time zone of each user/entity may be taken into account in order to optimize the completion of the work.


4.9.3.3 Interaction Determination Service


Priority = Basic


Allows a user to specify the preferred methods of application interaction.  This may include the specification of different workstation models or mobile devices that can receive application information.  This specification can affect the application presentation to the user and enable an interface optimization for the preferred method of interaction.  In the Logistics (LOG) “Materiel/Asset Inventory Management” SV-4, the System Function “Establish and Maintain Materiel/Asset Master Record” confirms and records the physical receipt of an item.  In this service, a Materiel Handler may be more efficient if his interaction to the information environment is through a handheld device.  In this case, the environment should adapt the presentation to this context.


4.9.4 Automated Decision Service 


Priority = Basic


Provides a user agent to act as a user surrogate in interactions with the information environment when a user is disconnected from the environment. The services provide the capability to process certain transactions based on the user profile and business rules.  Other transactions will be queued for consideration when the user reconnects to the environment.  In the LOG “Plan/Schedule MRO/Modification” SV-4, the “Identify Resource for Maintenance Activities” System Function determines the materiel/parts that are needed for a given maintenance activity.  In the case where a part is unavailable or a substitute must be approved, the appropriate user could allow a surrogate to automatically approve the resource modification.


4.9.5 User Support Services


Provide support to individual users of the business applications.


4.9.5.1 Training Service


Priority = Basic


Aids a user in learning a process/application.  This includes computer-based training services and services to deliver real-time training through the network.  The “Workforce Management” HRM SV-4 includes the “Support Competency Development” System Function to support the managing and conducting of training for employees.  This System Function would use Training functions for training delivery.


4.9.5.2 Help Service


Priority = Basic


Provides context sensitive help for Enterprise Services and a framework for providing like functionality for BEA-specific services.  To support this range of uses, this should allow architects to specify contextual information and necessary documentation to facilitate the use of new capabilities or metadata within a BEA project.  In the “Sales Order Management” ENT SV-4, the System Function “Capture Order” defines a process where the Sales Order from a DoD Customer is entered. A wizard could aid a new user in creating an automated Sales Order.


4.9.5.3 Support Desk Service


Provides the capabilities for capturing, prioritizing and resolving user questions.  This service can include a combination of automated support functions and human support functions making use of a knowledge base to aid users in interaction with the business applications.  For example, the HRM “Workforce Management” SV-4 includes the System Function “Provide Human Resource Self-Service” that receives and responds to requests from DoD employees regarding human resources issues.


5. BEA Enterprise Services Integration


For the BEA to operate within the GIG environment, it must perform within the guidelines defined by the GES.  Doing so will effectively promote interoperability between BEA implementation and across other GIG-compliant architectures.  Therefore, it is important that the GES provide a comprehensive and well-defined collection of services and functions from which all architectures can build business-specific environments.


However, the BEA team must also be diligent in determining how to most effectively integrate the GES into the BEA architecture products, and to identify any BEA service areas that may fall outside of the GES scope, but have applicability across BEA environments.  Through this approach, the BEA team will be able to more efficiently align all of the relevant features into a cohesive environment.


5.1 BEA Services


The existence of the GES does not eliminate the need to define business-specific services that are critical for information sharing and interoperability within the BEA environment.  While these services will likely incorporate functionality provided through the GES, they represent a set of functionalities that fall outside of the established GES scope.  


This section presents how the BEA business requirements yield a new set of Enterprise Services.  While some of the services may demonstrate higher-level characteristics that are actually more appropriate at the GIG level, given their apparent separation from the GES, they are defined in this document as BEA Services.  As the architecture continues to evolve, this product represents a working document that will evolve accordingly.


Each of the following BEA Services includes corresponding definitions and some discussion as appropriate, as well as some examples of how the current BEA products represent a need for the service.  Finally, like the GES Sub-Services section above, each service includes a priority rating that reflects how the team regards the given service when compared to the overall operation of critical architectural functions.  The rating levels include:


· High: Represents a BEA Service that is absolutely critical to the fundamental BEA operations and should be considered as a strong candidate for any initial implementations of BEA projects.


· Medium: Represents a BEA Service that is moderately critical to the BEA operations.  While corresponding candidates may be strongly recommended for initial implementations, they do not necessary represent services required to operate every BEA project.


· Basic: Represents a BEA Service that is minimally critical to the BEA operations.  While business requirements may call for the implementation of the corresponding services, the representative services usually do not represent functions critical to the operation of most BEA projects.


While some BEA Services may have critical business purposes and architects should include them as part of given projects, it is important to emphasize that may such services are not necessarily critical to the operations of every given environment.  Therefore, reviewers should not interpret the prioritizations listed in the following sections as reflective of importance.  This document focuses solely on operational criticality.  Architects should consider business importance of each service on a case-by-case basis.


5.1.1 Analysis Service 


Priority = Medium


This service provides for use and reuse of common analysis techniques within and between COIs.  It represents the functions that apply business rules to operational events to extract new information on which users may act.  For example, several BEA SV-4 products include a System Function “Analyze/Forecast Budgets” that describes an event in which the application processes budget information.  Analysis also has a defined business insertion in many Activity Model (OV-5) Operational Activities.


5.1.2 Business Rule Management Service 


Priority = Medium


Business rules represent fundamental operational requirements across the architecture.  This service would provide for management of business rules within and between communities of interest.  Functions performed by this service may include:


· Register Business Rules.


· View Business Rules.


· Update Business Rules.


· Delete Business Rules.


· Define Business Rules.


· Share Business Rules (across a community of interest).


5.1.3 Knowledge Management Service 


Priority = Medium


This service provides for knowledge management within and across a COI.  The Knowledge Management Service will likely utilize many GES functions to support its operation.  This is a far-reaching service in the BEA environment, currently illustrated as a System Entity on current SV-1 products.


5.1.4 Workflow Management Service 


Priority = Medium


This service provides for Workflow Management within and between communities of interest.  The current BEA SV-1 products represent this service as a System Entity.  Functions provided by this service may include:


· Define Workflow.


· Test Workflow.


· Instantiate Workflow.


· Maintain Workflow.


· Delete Workflow.


· Track Data.


5.1.5 Validation Service 


Priority = Medium


This service provides the ability to assess data compliance with all domains, business rules, and other constraints, either upon entry into the system or through communication within or between systems.  Like the Enterprise Management and Security Services, Validation will likely have interfaces with all Enterprise Services, and may represent a good candidate for inclusion in the overall GES scope either as an independent Enterprise Service, or as a sub-service within each of the existing Enterprise Services.


Validation may occur within the scope of any service, and examples include:


· Validation of user authority to request a part.


· Validation of a vendor’s contractual capability to provide that part.


· Validation of the accuracy of the bits and bytes transmitted and physically stored data.


· Validation of a legal and appropriate Cost Code being associated with the acquisition of some purchased goods.


5.2 BEA Enterprise Services Insertion Approach


Making available a collection of services will only support the BEA development if the architecture appropriately makes use of the services.  For the next step in the BEA development, the team should proceed by analyzing the current architecture and determining where to use Enterprise Services.  Doing so requires the definition of an approach to both providing Enterprise Services interfaces, and then representing them in the BEA products.


As discussed in the Approach section above, Enterprise Services currently lie within the SV-1 as System Components of the System Entity.  However, the nine core Enterprise Services represent conceptual abstractions that have little value at the system level.  Our goal should be to more effectively represent the relationship between the Enterprise Services Sub-Services and the BEA System Functions to gain a broader sense of how the architecture will interact with the infrastructure support.  We performed the first step through this document by beginning a decomposition of the GES to more tangible services that represent more logical groupings of system functionalities.  This provides the foundation from which we can begin to define a logical representation of how the architecture will align with the service offerings.


Following the Enterprise Services decomposition, each Enterprise Services Sub-Service needs to have architectural products that outline the functionalities suggested by each sub-service definition.  This deeper examination is critical to determine the exact operations that each service and function will perform.  Given the focus on system operations, the SV-4 represents the most appropriate product for documenting the functional examination.  Therefore, we recommend that the BEA team develop SV-4 products for each BEA Service, while the GIG develops the products for the GES-defined services and functions.  In moving forward, the BEA should establish a System Function for each GES Sub-Service defined above for use by the architecture.


After establishing the relevant System Functions, then we recommend that the BEA examine each business domain SV-4 product to determine where to insert the appropriate linkages to those functions.  In many cases, the current representation of Data Management in the domain SV-4 products may instead represent interfaces to Enterprise Services Sub-Services.  Logically, the majority of Data Management interactions should occur at the infrastructure level rather than at the business operations level.  In this way, the infrastructure defined by the GES represents a layer of abstraction between the BEA business activities and the Data Management requirements.  Beyond that, other less distinct interactions likely exist throughout the SV-4 products that will require greater analysis to determine.


Finally, the BEA team should identify points of insertion for Sub-Services that currently lack any direct interface in the current SV-4 products.  Areas such as Enterprise Management, Collaboration, and Security Services represent those Enterprise Services that likely require much greater inclusion in the architecture.  Determining these insertion points will require a much greater depth of analysis and examination than other activities, and the team should support them accordingly.
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