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1 Introduction 


This document, Criteria for Assessing Compliance Against the Architecture, falls under the umbrella of areas addressed by the Financial Management Modernization Program (FMMP) Compliance Plan, Version 2.0 Draft.  Specifically, in the area of compliance with FMEA, the Compliance Plan identifies a multi-phase methodology as the means of achieving compliance.  The evaluation phase provides the context for this document. The focus here is to provide criteria for evaluating alignment with strategic objectives and evaluation of alignment with the architecture. 


Within the context of the Call 006 Performance Work Statement deliverables, this document replaces the “System Approval Process” update as a Call 006 deliverable through approval of FMEA Program Change Request #33.


1.1 Purpose


The evaluation criteria framework established within this document facilitates the current system approval process.  It provides a mechanism to assess systems initiatives for compliance against the FMEA.  The framework provides a standardized approach to achieving consistent evaluations.


The purpose of the evaluation criteria can be summarized by the following:


1. Direct IT investment decisions toward an approach that is architecturally aligned. 


2. Supply a more comprehensive review of a system and its impact.


3. Reduce the number of technical decisions based solely on personal or organizational preferences.


4. Enable comparison of more than one alternative solution.


1.2 Scope


Evaluation criteria and related processes within this document will focus on the alignment of proposed systems initiatives with FMEA from strategic and high-level functional perspectives.   Proposed system initiatives will need to be assessed at a detailed functional level based on the requirements of the application being supported.  This application specific assessment is assumed to have been completed by the system owner and provided as input to the overall system approval process.  Assessment of financial related aspects (e.g., return on investment) of systems initiatives are beyond the scope of this document.


2 Overview


A process is followed when using the evaluation criteria that have been provided in Tables 1 through 6.  The evaluation will involve specific data and questions under each criterion category. The usage of the criteria, criteria categories, definition of the criteria, evaluation templates, the evaluation process, and updates to the criteria are covered in the remaining sections. 


3 Usage


The evaluation criteria and process described in this document should be used by those involved in the system approval process who are charged with assessing the compliance of system initiatives to the FMEA.  These individuals must be skilled in the areas they will be assessing and must be familiar with the FMEA work products.  The results of an evaluation should be  summarized and provided in support of  assessment recommendations.


4 Categories


Evaluation criteria within this document are divided into two major divisions that are referenced by the FMMP Compliance Plan and are listed below:


1. Alignment with Strategic Objectives
All architecture initiatives and IT business proposals must be in alignment with the strategic plans, goals, and objectives of the FMEA.  The Strategic Objectives Assessment Template (Table 2) addresses this category.



2. Alignment with the Architecture – Process, Roles, Information, and Technology 
Technical compliance with the FMEA shall be evaluated as appropriate based upon the life cycle stage of each solution.  This category is subdivided within this document. Process, roles, and information are addressed in the Business Process and Policy Assessment Template (Table 4).  Technology is addressed in the Technical Assessment Template 
(Table 6).


Each of these categories (Strategic Objectives, Business Process and Policy, Technical) consists of multiple evaluation criteria which are used to determine an overall score for the assessment. 


5 Evaluation Criteria Definitions


Brief definitions are provided for the criteria in Table1 (Strategic Objectives), Table 3 (Business Process and Policy), and Table 5 (Technical).  Appendix C provides a list of acronyms. These are intended as an aid but will not replace the need for usage of the criteria by skilled individuals.  


5.1 Strategic Objectives


The criteria used for this category consist of the “Guiding Principles” that are taken from the FMEA Overview and Summary Information (AV-1), Version 4.8 document.  Application of these criteria may be more subjective than in other areas due to the high level of some principles.  In some cases the evaluator may determine that for some system initiatives, specific principles may not be applicable.


5.2 Business Process and Policy


The criteria in this area are specific to the business activities, organization, and adherence to laws and policy as mandated by FMEA.  The criteria specified in this area primarily reference the operational view architecture work products.  Care will need to be taken in assessing these criteria due to the transformation that will be in progress while moving from the current “As-Is” environment to the “To-Be” environment.  Some FMEA mandates in this area will be more applicable later in the transformation cycle than others.


5.3 Technical 


The criteria listed in this category are sourced from the System View/Technical View Team (also received as Government Furnished Information) and are presented in Tables 5 and 6.  These criteria are directly applicable to systems that are brought forward for compliance assessment.


6 Evaluation Criteria Templates


All criteria templates in Appendix A have the same basic layout containing the criteria, scoring range, results, weight assignment, and score. A description of each of these is provided below.


6.1 Scoring Range


The scoring range specifies the value that can be applied to a criterion.


6.2 Results


The Results column records the value for the criterion that is selected from the Scoring Range


6.3 Assignment of Weights


The actual weights that will be used in an evaluation will be assigned by the government.  The weights that have been provided within the templates are suggestions only. These weightings may vary from decision to decision and should be reviewed each time an evaluation/selection is required. This is in acknowledgement that during the transformation to the “To-Be” environment, some criterion may become more stringent and important as transition progresses.


7 Application of the Criteria in the Evaluation Process


The mechanics of the process for application of the criteria is simple.  The underlying work that allows an evaluator to complete an assessment involves a substantial amount of review and investigation depending upon the familiarity with the FMEA and the system initiative that has been submitted for approval. The basic steps are as follows:



1. Review materials from the system initiative owner that have been submitted in accordance with the existing system approval process.

The current system approval process requires briefing materials as input. These materials must be in sufficient detail to enable an accurate evaluation in each of the criteria categories.  The evaluator must be able to discern from these materials whether there is or is not a mapping to the criteria.  In the business process and policy area this will require an in-depth review of the FMEA work products to determine if a mapping exist. The burden of proof relative to alignment of the system initiative with the architecture must be with the owner of the system initiative.  Therefore, it may be necessary to modify the current list of requested briefing materials based on the criteria that have been identified within this document to solicit additional information where necessary. A good technique for extracting specific information is to phrase the criterion as a question that the system owner can respond to as part of the briefing material.  As an example, the criterion “Ensure information integrity” would be reworded as the question: “How does your system ensure information integrity?”



2. Assign a value as the Results.

This is simply selecting a value for the criterion based on the investigation done as part of item 1 above.  This largely is based on the judgment of the evaluator after applying the criterion to the information provided on the system initiative.



3. Calculate the criterion Score by multiplying the Results times the Weight. 

Recommended weightings have been provided in the templates.  As noted previously, actual weightings will need to be assigned by the government.



4. Sum the scores for the criteria to yield a Total for the category.



5. Develop an assessment/recommendation based on the application of the criteria as discussed in the following section.


8 Systems Initiative Assessment/Recommendation


Application of the criteria as discussed above yields three totals with associated red, yellow or green designations for each of the following areas:


1. Strategic Objectives.


2. Business Process and Policy.


3. Technical.



A GREEN designation will indicate an unqualified approval based on the assessment.  A YELLOW designation will indicate that a qualified approval has resulted from the assessment.  A RED designation will indicate that the criterion was not met based on the assessment. The numerical range associated with GREEN, YELLOW, and RED varies across areas (Strategic Objectives, Business Process and Policy, Technical).  The ranges contained within the templates are suggested and must be replaced by the government with actual ranges.  It is worth reiterating that due to the nature of these assessments, adjustments may also be required based on the applicability of criterion for a given system initiative.


A GREEN rating in the three criteria areas will result in an APPROVED recommendation for the system initiative.


If there is any combination of GREEN and YELLOW among the three criteria areas, the systems initiative should be APPROVED WITH QUALIFICATIONS.  Each qualification should be documented in the approval recommendation as an action item that must be resolved by the systems initiative owner.  These actions should be taken directly from the analysis that was done leading to the assignment of a RESULT in the criteria template.


If any of the three criteria areas is rated RED, the systems initiative should receive a DISAPPROVED recommendation.  The rationale for the recommendation should be taken directly from the analysis that led to any RED designations for any of the criterion.


9 Updates


The process and criteria discussed within this document must be maintained and kept in synch with the FMEA.  This must be done as a part of the overall governance structure that supports the currency of the FMEA. 


10 Appendix A – Evaluation Criteria Definitions and Templates


Table 1 - Strategic Objectives Criteria Definitions


[image: image1.emf]System Name:


System Briefing:


Follow-on contact:


Driving question:  Is this system a candidate for potential inclusion in the FMEA?


Evaluation Criteria


1.0


2.0


Promote the use of industry best practices.


3.0


4.0


Ensure information integrity.


5.0


6.0


7.0


8.0


Accelerate sound decision-making.


9.0


10.0


Reduce the total cost of ownership.


11.0


Reuse before buy; buy before build, utilizing industry standards.


12.0


It must be clear from the documentation provided that the 


system will be implemented such that a commitment to "open 


systems" is demonstrable. 


The information provided must provide a sense that the 


system fits within an end-to-end, closed-loop business 


process from an enterprise perspective.


The briefing material must address this system initiative's role 


in effecting and enhancing the decision making process.


The system must address measures that will be taken to 


provide a secure environment for information.


An explanation must be given as to what measures are 


planned to reduce life cycle costs associated with the system.


The decision making process that led to the reuse/buy/build 


decision for the system initiative must be summarized. 


Enable efficient and effective business operations.


Standardize business rules, processes, and information across the enterprise.


Ensure security and protection of sensitive information.


Definition


Explanation must be provided on how the implementation of 


the system will improve business operations. Quantitative 


estimates of improvements must be provided when possible.


The briefing information must address the plan to align with 


industry leading practices.


It must be clear from the information provided that the system 


initiative will result in a reduction in one or more of these 


areas listed. The system must not increase the problem in 


any of the areas.


The commitment to maintaining the integrity of information 


that is fed to the system or output from the system must be 


evident from the information provided.


Duplication of information must be avoided within the 


enterprise.  The materials provided in support of the system 


must discuss how this is accomplished.


Evidence must be provided to show that the system does not 


take a parochial view in its role as part of the family of DoD 


FMMP systems.  The strategic linkages to other system 


initiatives should be addressed.


Eliminate duplication, incompatibility, and redundancy of systems and business 


processes.


Capture and validate information once, then reuse it across the enterprise.


Place greater significance on cooperative strategies for satisfying the common needs of


multiple business units across the enterprise.


Incorporate standards that promote “open systems”, provide a seamless integration, and 


establish an enterprise-wide perspective.




Table 2 - Strategic Objectives Assessment Template


[image: image2.emf]System Name:


System Briefing:


Follow-on contact:


Driving question:  Is this system a candidate for potential inclusion in the FMEA?


Evaluation Factor


Scoring Range Results Weight Score


1.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


2.0


Promote the use of industry best practices. 0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


3.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


4.0


Ensure information integrity. 0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


5.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


6.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


7.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


8.0


Accelerate sound decision-making. 0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


9.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


10.0


Reduce the total cost of ownership. 0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


11.0


Reuse before buy; buy before build, utilizing industry standards. 0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


12.0


0 -Does not meet criteria             


1


1 - Partially meets criteria


2 - Meets criteria


TOTAL


Red - 


(0 - 17)


Yellow -      (18 - 21) Green -      (22 - 24)


Ensure security and protection of sensitive information.


Standardize business rules, processes, and information across the enterprise.


Enable efficient and effective business 


operations.


Eliminate duplication, incompatibility, and redundancy of systems and business 


processes.


Capture and validate information once, then reuse it across the enterprise.


Place greater significance on cooperative strategies for satisfying the common needs of


multiple business units across the enterprise.


Incorporate standards that promote “open systems”, provide a seamless integration, and 


establish an enterprise-wide perspective.




Table 3 – Business Process and Policy Criteria Definitions


[image: image3.emf]System Name:


System Briefing:


Follow-on contact:


Driving question:  Is this system a candidate for potential inclusion in the FMEA?


Evaluation Criteria


1.0


2.0


3.0


4.0


Are old roles phased-out and new roles trained?


Are business policies and processes aligned to the operational activities and 


information exchanges?


Do the business processes and information align to the operational events and state 


transitions?


Solutions follow external requirements imposed (e.g. laws, regulations, policies, and 


standards).


This item applies to all FMEA work products.  Specifically, 


it mandates compliance with standards, laws, policies, 


regulations, etc. that are applicable to the system initiative.


Definition


This is a reference to the roles defined by the OV-2 work 


products.


This is a reference to the activities and information 


exchanges defined by the OV-5 work products.


This is a reference to the events and state transitions in the 


OV-6b work products.




Table 4 – Business Process and Policy Assessment Template


[image: image4.emf]System Name:


System Briefing:


Follow-on contact:


Driving question:  Is this system a candidate for potential inclusion in the FMEA?


Evaluation Criteria


Scoring Range Results Weight Score


1.0


0 -Does not meet criteria             


1


(1-4) - Partially meets criteria


5 - Meets criteria


2.0


0 -Does not meet criteria             


2


(1-4) - Partially meets criteria


5 - Meets criteria


3.0


0 -Does not meet criteria             


2


(1-4) - Partially meets criteria


5 - Meets criteria


4.0


0 -Does not meet criteria             


2


(1-4) - Partially meets criteria


5 - Meets criteria


TOTAL


Red - 


(0 -  20)


Yellow -   (21 - 27) Green -      (28 - 35)


Are old roles phased-out and new roles trained?


Are business policies and processes aligned to the operational activities and information 


exchanges?


Do the business processes and information align to the operational events and state 


transitions?


Solutions follow external requirements imposed (e.g. laws, regulations, policies, and 


standards).





Table 5 – Technical Criteria Definitions


[image: image5.emf]Evaluation Criteria


Definition


Is the application transactional? Transactional is a term given to applications that log discrete activity 


records. Applications that are transactional also share three 


capabilities: roll-back, fault-tolerance, and durability.


If yes, at what level: Roll-back, fault-tolerance, durability


An application is said to provide


 “transaction roll-back”


 if, when the 


transaction ends, it is either completely done or completely undone. 


That is, in the event of an application failure, all operations and 


procedures can be undone and all data can be rolled-back to its 


previous known state.


An application is said to have


 “transactional fault-tolerance” 


if a 


transaction maintains a stable state throughout the transaction, 


regardless of other problems that might be occurring elsewhere in 


the system.


An application is said to provide 


“transaction durability”


 if the 


results of completed transactions remain permanent even during 


system failure.


Does the system utilize a web-based e-business architecture? An application shall be said to fit into a web based e-business 


architecture profile if it provides the capability of being accessed over 


TCP/IP networks using a thin client (that is, a computing environment 


in which the user’s workstation is connected to a server which 


manages all the work) and provides the capability of partitioning 


applications into presentation, business logic and database security 


zones.


Does the system use COTS products? Commercial Off The Shelf (COTS) systems are systems that are 


sold for general use by customers of the firm that creates them.


If yes, are they JFMIP certified? Current Federal policy states that all COTS-based financial systems 


require JFMIP Certification.  Each COTS-based application running 


on a DoD system must have a current JFMIP (Joint Financial 


Management Improvement Program) Certification. Functional 


requirements address core financial system management, general 


ledger management, funds management, payment management, 


receivable management, cost management and reporting.  Technical 


requirements include general design/architecture, infrastructure, user 


interfaces, interoperability, workflow/messaging, document 


management, internet access, security and operations and 


computing performance.


Does the system use GOTS products? Government Off The Shelf (GOTS) systems are systems that may 


have had an initial COTS baseline but have been heavily customized 


for use by the DoD.


Is the COTS product's vendor actively enhancing and maintaining the software? A COTS system will be said have a viable support mechanism if the 


vendor that supports it is actively enhancing it and the vendor has no 


operational or financial concerns.  Systems in the DoD portfolio need 


to be continuously enhanced to meet changing mission needs and 


evolving managerial information requirements.  


Is the system site independent? Applications in the DoD portfolio are said to be site independent if 


they provide the capability of being deployed in multiple data centers 


(usually for the purpose of providing a hot back-up site or for load 


balancing) and providing the same level of service in each location.


Does the system have a documented Open Application Program Interface? An application shall be said to have an Open API if the application’s 


API has a public interface that enables communication with external 


applications and programmers. This interface can be as simple as a 


set of supported parameters/arguments or as advanced as specific 


services that may be called remotely.


Is the system operable in an enterprise application integration environment? An application shall be said to have EAI capability if the application 


has a well-documented data standard with a public interface that 


allows the consolidation, transformation and coordination of new or 


existing application data.  This interface can be as simple as a set of 


supported parameters/arguments or as advanced as specific 


services that may be called remotely.  In addition, the application 


must have the capability to plug and play applications, which allows 


applications to be replaced without significant effort when an 


alternative is selected.


Is the system security certified/accredited? Financial systems in the DoD are required to utilize the principles of 


Information Assurance as dictated in applicable DoD regulations and 


policy guides that govern implementation, deployment, support and 


maintenance.


If yes, who:  DoD Information Technology Security Certification and Accreditation 


Process, National Information Assurance Certification Accreditation 


Process, National Security Agency Information Assurance 


Methodology and/or other Information Assurance methods.




Table 6 – Technical Assessment Template


[image: image6.emf]System Name:


System Briefing:


Follow-on contact:


Driving question:  Is this system a candidate for potential inclusion in the FMEA?


Evaluation Criteria Scoring Range ResultsWeightScore


1.0


Is the application transactional?


If yes, also answer 2.0


0 - No


5 - Yes 3


2.0


At what level: 


Rolling (back or forward) 3 - Yes 1


Fault-tolerance 3 - Yes 1


Durability 3 - Yes 1


3.0 0 - No 3


3 - In test and development


5 - Yes


4.0


Is the application software vendor maintained?


If yes, also answer 5.0, 6.0 and 13.0


0 - No


5 - Yes 3


5.0


Is the application COTS?


0 - No 3


5 - Yes


6.0 Is the database COTS? 0 - No 3


5 - Yes


7.0


Is the COTS product vendor actively enhancing 


and maintaining the software? 0 - No 3


3 - Yes, but resource constrained


5 - Yes


8.0 Are the COTS products JFMIP certified? 0 - No 1


5 - Yes


9.0


Do the capabilities exist and are they 


documented to plug an external application 


into the system and utilize internal, existing 


system functions (open API)? 0 - No 3


5 - Yes


10.0 Does the system support multiple locations? 0 - No


1- Yes, within the same Activity 3


3 - Yes, within the same Command


5 - Yes, between DoD Components


11.0 Is the system client/server? 0 - No 2


3 - Yes, thick client


5 - Yes, thin client


12.0 Does the system support LDAP (Lightweight Directory Access Protocol)? 0 - No


1 - Yes, as an addition to the application 2


3 - Yes, native to the application


13.0 Does the system use GOTS products?


If yes, also answer 14.0


0 - No 2


5 - Yes


14.0


Is the system Blue Book certified?


0 - No 1


5 - Yes


15.0


Is the system security certified/accredited?


0 - No 1


5 - Yes


16.0


Is the system capable of being evacuated to 


another data center? 0 - No 1


3 - Yes, but not within 24 hours


5 - Yes


TOTAL


Red  (0 - 59) Yellow        (60 - 103) Green      (104 +)


Does the system utilize a web-based e-business architecture?
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		Acronym

		Description



		API

		Application Program Interface



		AV-1

		Overview and Summary Information 



		COTS

		Commercial Off the Shelf



		DoD

		Department of Defense



		EAI

		Enterprise Application Integration



		FMEA

		Financial Management Enterprise Architecture



		FMMP

		Financial Management Modernization Program



		GOTS

		Government Off the Shelf



		IT

		Information Technology



		LDAP

		Lightweight Directory Access Protocol



		JMIP

		Joint Military Intelligence Program



		OV-2

		Operational Node Connectivity Description



		OV-5

		Operational Activity Model



		OV-6

		OV-6b Operational State Transition



		TCP/IP

		Transport Control Protocol/Internet Protocol
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